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RESILIENCE

resilience, : The positive capacity of an organizational system or company to adapt and return to 

equilibrium after a crisis, failure or any kind of disruption, including: an outage, natural disasters, 

man-made disasters, terrorism, or similar (particularly IT systems, archives) [Wikipedia]

• RESILIENCE is often mentioned without definition: System resilience ≠ organisational resilience

• RESILIENCE means:

− to continue with intended operations when under attack

− not failing under load or other disruptive influences

− to fail in a controlled fashion (fail securely/safely)

− to contain the damage of attacks / unintended actions
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Cyber Resilience Act (CRA) Summary

• Applicable for products with digital elements placed on the EU market

• Obligations for 

− Manufacturer

− Authorized representatives

− Importers                                      not considered in this roadmap

− Distributors
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Decision Tree Cyber Resilience Act (CRA)

Product with 
digital elements?

Product is not 
within the scope 

of CRA

CRA regulates „products with digital elements“…
A product including software and/or hardware that intended purpose or reasonably 
foreseeable use of which includes a direct or indirect logical or physical data connection
to a device or network.

Placed on the EU 
market / put into 

circulation?

Product with 
specific EU 
legislation?

e.g., national 
security, medical 
devices, in vitro 
diagnostics, 
automotive, 
aviation, 
shipping

Non-commercial 
open-source 

software

Product is within 
CRA scope

Standard product
→ EU (self) 

declaration, CE mark

Important product
→ conformity 

assessment

Critical product
→ EU cybersecurity 

certificate

Non important/critical 
products

Annex III

Annex IV



6

Cyber Resilience Act (CRA) Summary

• Three product risk categories

− Standard products including end user 

hardware/software and business 

hardware/software

− Important products according to annex III e.g., 

IDM, password manager, malware protection, 

operating systems, baby monitoring, alarm 

systems and much more

− Critical products according to annex IV e.g., 

hardware security devices, crypto processing, 

smart meter gateways, smartcards
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Deadlines!

• In force since December 10, 2024

• Government: June 11, 2026, Chapter IV – Setup of notification authorities (per country)

• Manufacturer: September 11, 2026, Article 14 - Reporting obligations of manufacturers

• Manufacturer: Fully applicable December 11, 2027, focus on:

− Secure by Design in Secure Development Lifecycle (SDLC)

− Annex I - Essential Cybersecurity Requirements, incl. cybersec requirements and vulnerability 

management

− Annex II – Information and Instructions to the User, incl. software bill of materials (SBOM)

− EU declaration of conformity + CE marking
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Essential Cybersecurity Requirements

Risk based design / 
development / 

production

Delivery without 
known vulnerabilities

Secure default 
configuration

Configuration reset 
function

(automatic) security 
updates

Authentication, 
access management

Data protection 
[at rest, in transit]

Data integrity incl. 
program data and 

configurations

Data minimization

Resilience measures 
against incidents and 

DoS attacks

3rd party impact 
reduction

Attack surface 
reduction

Incident impact 
resilience

Logging and 
monitoring

Factory reset 
function with all data 

deleted

Software bill of 
material (SBOM) list

Fixing if 
vulnerabilities in 
separate security 

updates

Regular security tests 
and security reviews

Active vulnerability 
disclosure incl. policy

Contact address for 
inbound vulnerability 

reporting

Distribution of 
(automatic) security 

updates

Free access to 
security updates, 
especially for B2C
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Software Development Lifecycle (SDLC)

• Many of the essential cybersecurity requirements can be 

addressed by implementing a SDLC in your 

development team.

• A full SDLC is available in the SEC4YOU 

Secure Coding Manual designed for product 

development teams:

https://www.sec4you.com/en/produkt/

template-secure-coding-manual
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Pre-Start

+ Identify affected 
hardware and 
software products

+ Process gap 
analysis

➔CRA maturity level

CRA Kick-off

+ With all team leads 
of the SDLC 
process including 
QM

➔Common CRA 
understanding

Roles & 
Responsibilities

➔CRA Product 
Security Officer 
(Development)

➔CRA Compliance 
Lead (in QM)

Risk Analysis

+ Risk analysis and 
risk-class 
classification per 
product

+ Maturity of 
essential cybersec
req.

➔CRA action plan

Implementation 
Phase

+ EOL notices

+ Security reporting 
process

+ SDLC with 
lifecycle 5Y+

+ CRA security 
requirements

+ Improve patching, 
updates

➔CRA compliance 
evidences

Compliance & 
Monitoring

+ Internal audits

+ Reporting

➔EU declaration of
conformity (QM)

➔CE marking

Simplified Roadmap to Cyber Resilience (Manufacturer only)

11/Dec/202711/Sept/2026
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How to implement resilience?
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Questions?

rene.pfeiffer@sec4you.com

https://sec4you.com

Tel.: +43 2262 72857 
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