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ARE OUR PARTNERS

Our Customers

Raiffeisen 

Primär- und Landesbanken
UNIQA

RBI & Networkbanks

Verbundunternehmen Financial Services

RAIVAN Customers

R-IT Unternehmenspräsentation | 2022

Partners

R-IT Private Cloud | 2023
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FACTS & FIGURES

Highly Available – for customer success

*

*

*

2.975m² Datacentre Area

6.700.000.000 Transactions p.a.

24.000 Clients5.672 Servers

12.400 Databases 6.200.000 Accounts

8.200 TB Online Storage

1.258 Physical & 9.927 Virtual Machines

R-IT Unternehmenspräsentation | 2022R-IT Private Cloud | 2023
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 Support of our customers IT strategies

 Ensuring the infrastructure operations

 Ensuring security and compliance for

our customers & R-IT

 Cost Optimization

 Consulting-Services for our customers

 Audit compliance

DESIGN, IMPLEMENTATION, OPERATIONS

• PUBLIC CLOUD PRODUCTS

• PRIVATE CLOUD 

• PHYSICAL & VIRTUAL SERVERS

rCLOUD

R-IT Private Cloud | 2023

Software

Defined 

Data 

Center

Cloud

Center of 

Excellence

X86
E2E

rCloud

AWS rCloud

Azure
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… EVEN WIKIPEDIA STRUGGLES WITH THE DEFINITION

Private Cloud

R-IT Private Cloud | 2023

Screenshot taken 22.05.2023

• It is cloud computing

• It´s private not public

• It sticks to cloud computing principles

• It is managed

• It is used by humans and software

• It can manage logical separation well

• It is customer dedicated
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Software Defined Data-Center – general 
Architecture 

R-IT Private Cloud | 2023

Hyper-Converged Infrastructure

Hypervisor Cluster

Software-

Defined Storage

Software-

Defined Network

Software-

Defined 

Compute

Orchestration Automation

Software-Defined Data Center

Transport & Datacenter Network
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R-IT SDDC Highlights
virtual Data Center

• flexible and autonomous deployment of compute, 

storage, and network resources (IaaS)

• automated deployment via API, Terraforms, etc. (IaC)

• use DevOps processes (continuous development / 

continuous integration)

• Container (Kubernetes) support (PaaS) 

Networking

• virtual network with integrated distributed stateful

firewall, supporting tenant separation

• automated firewall configuration supporting global, 

shared, and intra-/inter project security policies 

• perimeter firewall secures access to the R-IT SDDC 

and provides egress/ingress Internet traffic 

Security

• support of multiple network zones (dev, test, prod) –

tag-based zone assignment

• zero trust model through micro segmentation: 

automatically apply security policies to each workload

• CIS hardened Linux and Windows operating system 

(adapted Raiffeisen CIS template)

• Vulnerability Management System (VMS) integration

High Availability and Disaster Recovery

• multiple availability zones provide high availability 

• additional availability zone(s) in different region(s) (i. 

e. data center(s)) allows for disaster recovery

• R-IT SDDC supports automatic fail-over 

• optional backup and recovery service available

R-IT Private Cloud | 2023
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Cloud

Automation
Service Catalog

Self-Service Portal

Orchestration

Virtual

Infrastructure
Hypervisor

Pools of Resources 

Virtualiziation Control

Physical

Infrastructure
Compute

Storage

Network

Cloud 

Operations

Monitoring

Logging

Life Cycle

Management

Business

Continuity

Fault Tolerance

Backup & 

Restore

Security and 

Compliance

Identity and Access 

Management

(PingID Integration)

Industry Regulations

Security Policies

R-IT SDDC Building Blocks
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R-IT SDDC – Definition of Terms

Availability Zones 
protection against failure of 

individual hosts high availability

and entire data centers  disaster 

recovery

Tenant 
A tenant can represent a business unit in an 

enterprise or a company that subscribes to cloud 

services from a service provider

Project 
virtual data center to which compute, 

network, and storage resources are 

deployed

R-IT Private Cloud | 2023
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The Big Picture – Zoom Out Mode

R-IT Private Cloud | 2023

WAN, SD-WAN & Datacenter Transport Networks

Customer/Service „Blue“

Service N StageService 1 Stage Service N

Service 3Service 1 Service 2

SDDC Tenant

Prod Projects

Dev Projects

Test Projects

Network Tenants

Prod

Test

Dev

Compute Tenant

Prod VMs

Dev VMs

Test VMs

Storage Tenant

Prod Storage

Dev Storage

Test Stroage

Clients

incl. Development

Internet

„public cloud“

Security 

Gateways

Prod/Test/Dev

Instances

Customer/Service „Yellow“

Service N StageService 1 Stage Service N

Service 3Service 1 Service 2

SDDC Tenant

Prod Projects

Dev Projects

Test Projects

Network Tenants

Prod

Test

Dev

Compute Tenant

Prod VMs

Dev VMs

Test VMs

Storage Tenant

Prod Storage

Dev Storage

Test Stroage

Clients

incl. Development

Security 

Gateways

Prod/Test/Dev

Instances

Multi-Connection (Core, Internet, Clouds)

same as customerSecurity 

Gateway
Security 

Gateway

Customer R-IT shared Services R-IT
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… WHERE IT ALL BEGINS

DC Fabric – Core Network

R-IT Private Cloud | 2023

https://www.youtube.com/watch?v=BPOewHBGjuY
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… TO GET AN IDEA

High level network architecture

R-IT Private Cloud | 2023

Client Leaf-1 Client Leaf-2 Client Leaf-(N-1)

Spine-1 Spine-2

Hypervisors/
Server/

BM Appliances

n x 100Gbit/s

n x 10/25Gbit/s

DC Edge Router-1 DC Edge Router-2

Edge/Service Leaf-1 Edge/Service Leaf-2

NFV
Hypervisors

Baremetal 
Appliances

Client Leaf-N

Hypervisors/
Server/

BM Appliances

n x 100Gbit/s
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AUTOMATED FIREWALLING IN THIS CASE …

A lot of technical stuff to deal with …

R-IT Private Cloud | 2023

Sometimes this leads to more

talking …
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AT LEAST THE MAJOR POINTS

The Requirement Eco System

R-IT Private Cloud | 2023

Private Cloud & Public Cloud

Our latest addition to the stack ...

Lifecycle

From Mainframe to ESXi, from VPN to MPLS, from OS X to Windows 11 ...

Security

Regulations, laws 

and demands

Firewalling

Including IPS, ATD, DDoS Protection, Anti-Malware, AV … you nameit

Automation
Enterprise Service Management, Configuration Management, Job Scheduling and 

more

T
im

e
 p

a
s
s
e

s
 a

n
d

 m
a

n
a

g
e
m

e
n
t ta

s
k
s
 g

e
t c

re
a

te
d



Seite 15Seite 15

THE GUARDRAILS …

Principles

R-IT Private Cloud | 2023

Best Practices of the Manufacturer

We learned a lesson or two in 50+ years

Design for Default

Not for Exception

Knowledgeable People

Skills & Motivation

Use the Platform to the 

highest possible extent

Operational principles

Synergies

Features

KISS

Keep it Simple, Stupid

Modularity and Standardization

We all like to play with Lego
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… WE REALLY MEAN IT

Quick Reality Check

R-IT Private Cloud | 2023
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AVOID OR MANAGE

Pitfalls

R-IT Private Cloud | 2023

 Team onboarding and motivation – it looks sort of complicated – and it is ...

 High personnel turn-over rate in R-IT - in todays IT industry somewhat to be expected with small teams, needs to 

be managed

 Similar situation with manufacturers - new developers, project architect changing position, project manager 

changing position

 Consistency difficult to maintain - often on a personal basis

 Documentation becomes/is key

 Maintaining the code/software product - gets easier with the rising "DevOps/SRE" mentality

 Regression testing and version support - no guarantee your code will work on newer version 

of infrastructure

 Get people behind it - enough people that is and don´t forget your customers


