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= Support of our customers IT strategies
= Ensuring the infrastructure operations

= Ensuring security and compliance for
our customers & R-IT

= Cost Optimization
= Consulting-Services for our customers
Audit compliance

Center of
Excellence A ies

Defined
rCloud
AWS rCloud Data
Azure Center

R-IT PriviCloud | 2023



Managed private cloud % Add languages v

Article  Talk Read Edit V

istory  Tools v

From Wikipedia, the fres encyclopedia

This article has multiple issues. Please help improve it or discuss these issues on the talk  [hide]

The examples and perspective in this article may not include all significant viewpoints. (Apri

2012)
J Some of this article's listed sources may not be reliable. (April 2012)
This article pessibly centains original research. (April 2012)
The topic of this article may not meet Wikipedia's general notability guideline. (April 2012)
This article contains content that is written like an advertisement. (Apr/ 2012)

Managed private cloud (also known as "hosted private cloud") refers to a principle in software architecture where a single instance of the software
Tuns on a server, serves a single client organization (tenant), and is managed by a third party. The third-party provider is responsible for providing the
hardware for the server and also for preliminary maintenance. This is in contrast to multitenancy, where multiple client organizations share a single
server, or an on-premises deployment, where the client organization hosts its software instance

Managed private clouds also fall under the larger umbrella of cloud computing
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Software Defined Data-Center — general
Architecture

Software-Defined Data Center

Orchestration Automation

Hyper-Converged Infrastructure

Software- Software- S[?;t;%agg-
Defined Storage Defined Network
Compute

Hypervisor Cluster

Transport & Datacenter Network




R-IT SDDC Highlights

ﬁ virtual Data Center

flexible and autonomous deployment of compute,
storage, and network resources (laaS)

automated deployment via API, Terraforms, etc. (laC)
use DevOps processes (continuous development /
continuous integration)

Container (Kubernetes) support (PaaS)

aSecurity

support of multiple network zones (dev, test, prod) —
tag-based zone assignment

zero trust model through micro segmentation:
automatically apply security policies to each workload
CIS hardened Linux and Windows operating system
(adapted Raiffeisen CIS template)

Vulnerability Management System (VMS) integration

*Networking

XR
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virtual network with integrated distributed stateful
firewall, supporting tenant separation

automated firewall configuration supporting global,
shared, and intra-/inter project security policies
perimeter firewall secures access to the R-IT SDDC

and provides egress/ingress Internet traffic

'gl;;lHigh Availability and Disaster Recovery

multiple availability zones provide high availability
additional availability zone(s) in different region(s) (i.
e. data center(s)) allows for disaster recovery

R-IT SDDC supports automatic fail-over

optional backup and recovery service available



Cloud
Automation

<&

Virtual
Infrastructure

Physical
Infrastructure

Service Catalog

Self-Service Portal

Orchestration

Hypervisor
Pools of Resources

Virtualiziation Control

Compute
Storage

Network

R-IT SDDC Building Blocks

Cloud
Operations

&
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Monitoring

Logging

Life Cycle
Management

XR
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R-IT SDDC - Definition of Terms XR
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Availability Zones Tenant
protection against failure of A tenant can represent a business unit in an
individual hosts ->high availability enterprise or a company that subscribes to cloud
and entire data centers - disaster services from a service provider
recovery

Project

virtual data center to which compute,
network, and storage resources are
deployed



The Big Picture — Zoom Out Mode

Microsoft
Azure
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DC Fabric — Core Network xm

F— WH ERE |T ALL BEGINS RAIFFEISEN INFORMATIK

N/

JUNIPER NETWORKS

GLOBAL summiTt

Demand More.

) YouTube

https://www.youtube.com/watch?v=BPOewHBGjuY

,A - 'rry \ iy

P Pl ) 003/79:53 - introduction >

Leveraging Automation for Reliable Data Center Operations | Juniper Global Summit 2022

JuniperNetworks @ . - =
Jnegs Subscribe Like 2> Share =+ Save
38.4K subscribers - L& & it
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High level network architecture
TO GET AN IDEA

R-IT Private Cloud | 2023

DC Edge Router-1

DC Edge Router-2

X
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NFV Baremetal
Hypervisors —~ ~ Appliances
N
\\ //
Edge/Service Leaf-1 Edge/Service Leaf-2
Spine-1 Spine-2
Client Leaf-1 Client Leaf-2 Client Leaf-(N-1) Client Leaf-N

Hypervisors/
Server/
BM Appliances

Hypervisors/
Server/
BM Appliances

n x 100Gbit/s

n x 100Gbit/s

n x 10/25Gbit/s
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A lot of technical stuff to deal with ... xm
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Sometimes this leads to more
SECB2115EUR .
: talking ...

vmware

EXPL@RE

Fully Automated East-West Firewall RO
in VCF4 using Platform Inherent Toolings

Ernest Altbart (he/him)
IT-Architect SDDC

Falk Fischer (he/him)

Staff Transformation Consulting Architect

#vmwareex plore #SECB2115EUR




The Requirement Eco System 5

AT LEAST THE MAJOR POINTS i ——

Private Cloud & Public Cloud

Our latest addition to the stack ...

Firewalling
Security Including IPS, ATD, DDoS Protection, Anti-Malware, AV ... you nameit
Regulations, laws .
S Automation
terprise Service Management, Configuration Management, Job Scheduling and
more

Lifecycle

From Mainframe to ESXi, from VPN to MPLS, from OS X to Windows 11 ...

R-IT Private Cloud | 2023
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Principles
THE GUARDRAILS ...

Best Practices of the Manufacturer

We learned a lesson or two in 50+ years

Use the Platform to the Knowledgeable People
highest possible extent Skills & Motivation

Operational principles
Synergies Design for Default

Features Not for Exception

Modularity and Standardization KISS
We all like to play with Lego Keep it Simple, Stupid

X
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Quick Reality Check

... WE REALLY MEAN IT RAIFFEISEN INFORMATIK

Pages /... / 01 Architectural Setup & Concepts B @ 4 75 views # Edit {9 Saveforlater @

ching & Share

02 Architectural Principles & Guidelines

Automation

* Everything is done automatically
* Whatever we do: There will be no manual configuration changes

KISS - Principle

* Keep It simple, stupid - https://enwikipedia.org/wiki/KISS_principle
s It will grow complicated on its own ... (actually, it already is ..)

Design for Default

* use cases are defined for the majority of standard use-cases not existing, high-profile corner cases

Standardization - Product characteristics

The platform is a product and therefore contains an offering

The offering in turn consists of a standardized set of components and services

Any change to the service has ta be implemented via a change request, put in the backlag and targeted towards an MVP (minimum viable product)
There is no customization on an element base

Modularity

* We aim for full modularity - think LEGO bricks
* Building blocks should be constructed in a generic manner (e.g. an instance "Linux unmanaged”, where applications are deployed as a module, derived from the selected instance role)

Stick to Best Practices

® we stick to best practices of the manufacturer as tightly as we can, as this will ensure a smooth operation and support structure

R-IT Private Cloud | 2023 Seite 16



Pitfalls xR

RAIFFEISEN INFORMATIK

Team onboarding and motivation - ik sor of compiicated - and i ..
H|gh pel‘SOﬂne| turn'over I‘ate |n R'IT - in todays IT industry somewhat to be expected with small teams, needs to

be managed

Slml|al‘ S|tuat|0n W|th man ufaCtureI’S - new developers, project architect changing position, project manager

changing position

Consistency difficult to maintain - osen on a personai basis

Documentation becomes/is key

Maintaining the code/software product . s easier i e rising Devopsisre* mentaity
Regression testing and version SUPPOIT - o guarantee your code il work on newer version

of infrastructure

G et people beh I n d It - enough people that is and don’t forget your customers



