SDN-Twin Speedway using buffer-insertion transmission

SDN-Twin: Software-defined-networking with digital twins

Meilenstein in lebenslang stabiler computergestiutzten Planung, Gestaltung und
Realisierung von operativ transparenten Netzen fir beliebige Geschaftszwecke

- Automatisch zum echten physischen Netz mit voller Betriebstransparenz
- Dadurch kontinuierliche Uberpriifbarkeit der Leistung und Servicequalitit
- Netz- oder operativer strategischer Erweiterungen stets moglich.

- Revolutionarer neuer Ansatz im Bereich IP und Spezialnetze

- Ein Durchbruch fur Implementierung von NFV (network function virtualization)
- Neue Dimension der Visualisierung von Design und betrieblicher Transparenz
- Ubertragungsumgehung aller Knoten zwischen Quelle und Ziel

Em. O.Univ. Prof. Dipl.-Ing. Dr.techn. Harmen R. van As

© aggfa-business-creation-2023-05-25 - . 1 M SMN’[WIH




SDN-Twin: Software-defined-networking with digital twins

p-cycle protected topology - Software design and programming
— Hamiltonian cycle - Hardware design and realization
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SDN-Twin: Network planning, optimization and design
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Structure of packet network computers operating on bounded areas

One virtual twin CPU

Same network topology

[brain, control, location compact, internal movements]

Set of real twin CPUs

Same network topology

[body, switches, geographic distributed, movements]
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SDN-Twin networking components

SDN-Twin computing systems: Networks, clouds, access systems, devices

Virtual coordinator twin Same topology, different data structures
Control =) |------------------------ Security boundary------------------------------—-- — Control
Local/transit Real physical network Same topology different data structure Local/transit
CustoMer o) |- oo oo oo o oo e =) Customer
Twin-flows Twin-flows

Four categories of digital twin systems divided in two types: Infrastructure and customer flow

- Internal: - SDN-Twin control between coordinator (virtual) and one of the switches (real)

- Customer: - Transmit (real) and receive (virtual) of digital communication protocol
- Transmit (real) cyber-physical system and receive (virtual) cyber-physical system
- Cyber-physical system (real) and digital system (virtual)

Real twin
switches

Information distribution
between all real twins to
the single coordination
twin to obtain common

Knowledge.
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SDN-Twin network architecture
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Distributed computer: Real twins (body, network switches, movement)

Control and data flow traffic over same physical network

Set of real twin CPUs

Data distributed | Routing/path data, monitoring, measurements, local actions

Same network topology | [body, switches, geographic distributed, movements]

= = Real twin switches
= = keep track on status

of neighbor switches
= = J

Switches will directly report to visualization screens.

Switching fabric
not required

CPU, GPU, DPU and
PCle, MVNe, CXL,

RoCE, CUDA, RDDx,
with MTM switching

Real plane

- Dynamic label switching

- Loss free packet forwarding

- Advanced forwarding functions
- Protocol behavior analysis

- Security attack detection

- Anomaly detection and analysis
- Measurements

All paths that the switch can use
are local available and can be used
depending on load situations.

Additional functions
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Several switching chip sets exist that
enable flexible and extendable
configurations by plugging in small
units on a printed circuit board to
obtain the required switching power.
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Flow operation in real (physical) twin network switches
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FG/BG store FG: Foreground

Packet routing: Dynamic label switching (intrinsic availability) BG: Background
Packet scheduling: Priority plus destination time management -
Control traffic: Highest priority with Ethernet frame preemption Lossless operation
Control security: QUIC with TLSv3 [public key + block-stream + hash]
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SDN-Twin uses well-established mechanisms and technologies

SDN-Twin resources: CPU/GPU/DPU, memory hierarchy, transmission technologies

» Digital twins (used in all business sectors) _ Cockpit

« PCle (peripheral component interconnect express) (|- EEE:%;S

« CXL (compute e)fpress link) L"SRaMMN“ ’?o;:t:ﬁue : éEsmngs
* NVMe (non-volatile memory express) = - Radio ;'ﬂg:;‘yar:fmic
« CUDA (compute unified device architecture) ) w,';: - LTE-NOMA

- RoCE (RDMA over converged Ethernet) é _ WPAN

« CPU/GPU/DPU chips (universal, paralleling, routing included) St

* Memory: DRAM, DDR2....... DDRG6, persistent, non-volatile, ...

* Transmission: Ethernet, WLAN, WiMax, G5/6, LoRaWAN,....
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1990s: CRMA (cyclic reservation multiple access)
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Transmission speedway with node bypassing and destination detection

0 @

p-cycle: Hamiltonian of bidirectional links gpan on p-cycle fails:

BLSR: Bidirectional line-switched ring  One restoration path (BLSR-like behavior)

Span not on p-cycle fails: Span not on p-cycle fails:
Two restoration paths (mesh-like) Two restoration paths (mesh-like)

Source Destination
Physical
Number of ((3) @ network
Node links Transmission link topology

Speedway changes as on traffic highways

Transmission in-line
IP table look-up

®
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Source-destination node by-passing when
IP address is not in node, thereby lower
delays and less processing cycles.
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Quantum supremacy using a programmable superconducting processor

Google Al Quantum, Mountain View, CA, USA Nature, Vol. 574 | 24 October 2019 | pp. 505-512
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IBM quantum computer road map

Falcon v Hummingbird &
27 qubits 65 qubits

o
R,
S
\‘&ﬁs_ﬂr

o

Heron Crossbill
133 qubitsx p 408 qubits

Low power programmable
optical quantum computer
by quantum dot lasers and

Mach-Zehnder modulators.

m FEFFEFEFRFERTRLLS
osprey

2022 2023 2024 2025

Eagle Osprey a3 Condar Flamingo Kookaburra Scaling to

127 qubits 433 qubits 1,121 qubits 1,386+ qubits 4,158+ qubits 10K-100K qubits
with classical
and quanturn
communication

Qubit constellation as optical signal by superposition of analog waves

For same information, multi-Qubit packets much smaller than with bits
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Room-temperature silicon integrated quantum photonic processing

SiC integrated quantum photonic processor

- Quantum state operation by Mach-Zehnder controlled interference of optical analog waves
- Next step: Qubit long-range optical transmission by Mach-Zehnder structured fibers?
- Short range Qubit plasmonics for nano-optics exist.

twin
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| - SDN-Twin, software deflned networklng, dlgltal twins, buffer-lnsertlon
- Transmission network infrastructure - L3 virtualized - Customer flows

{ - Network virtualization, cloud, edge, fog, haze
A0 | - High-performing computing islands with clouds in IP or 3GPP networks
: \ - Network programming in well-known high-level languages

- RDMA TCP (byte sequencing and full Ioad capacity when possible)
sl - CRMA (cyclic reservation multiple access), fair resource allocation
“ | - FG-BG (foreground-background) storaging, lossless operation
s - MTM (memory transfer mode), PCle, NVMe, CXL switching
#l - RoCE, InfiBand, iWARP, NUMA (non-uniform memory access)

1 - Credit-based congestion control with lean flexible RDMA-TCP
& - Performance boosting by transmission on rings instead of on links
™ - Traffic-adaptive transmission infrastructure in capacity and length
- Transmission bypassing of all nodes between source and destination

~ Destination node detectlon IP address Iook up within transmission path ¥
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