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Actual Threats

DDoS

Phishing

Malware (FluBot)
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DDoS -
Distributed Denial of Service
attacks

Facts (A1 Austria)

~ 100 DDoS attacks / day

Falling trend within last 6 months

(comparision 1H21 – 1H22)

500  250 DDoS >   10 Gbit/s

100  20 DDoS >   50 Gbit/s
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Cyber Security Incidents
Phishing for Microsoft IDs (Dec. 2018)

Attack Examples
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Attack Examples

Cyber Security Incidents
Phishing for Microsoft IDs (Dec. 2018)
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Practical Tipps

E-mail Security
Check “Sender”
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FluBot Malware

Facts
A1 Austria

Started ~ May 21

Millions of SMS

Thousands of

infected

Android

phones

A national botnet
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Smishing examples
TLP:AMBER 
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Website Click 4
TLP:AMBER 



Prevention – Mobile Phones

MAM - Mobile Application Management 

(Microsoft Intune)

Outlook

Teams

SharePoint

OneDrive

Power BI

Edge

Acrobat Reader

…

Only private use

Alexa

Dropbox

LinkedIn

Apple Mail

…



Actual Fraud Cases

A1 Shop Fraud

Procurement Fraud





Procurement fraud

Procurement fraud is

not only a technical issue

e.g. request to change a bank account



We do a lot to keep
A1 secure


